- RadBlue System Tester
i s Version 1.15
B lue [Released: 03 AUG 2009]

Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N Otes

Release Summary

In this release, several improvements and corrections, including a change that speeds up processing
times for eventReport commands.

Improvements

« All attributes in the setldVal idation command have been added to the id-database.xml
file.

* Inorder to speed up the RST processing time for eventReport commands, the eventReport
engine was rewritten to improve performance. A by-product of this is that optional attributes
are not included if the value of that attribute is equal to the default value defined in the
schema.

e AnUnsupported Events element has been added to the smartegm-config.xml file to specify
the event codes tha.t are not supported by the SmartEGM. See Using the Unsupported Events
Element.

Corrections

e The Transcript has been modified to compare the selected two messages regardless of the
current sort view.

 When loading a SmartEGM configuration file containing devices with an owner host ID of zero
(0) (device is owned by the EGM), an Unable to load the config file: Unable to load
SmartEGM Configuration error was reported. The SmartEGM now correctly loads
smartegm-config.xml files where the owner host ID is zero.

* RST now handles the handpay sequence for the Play Simple Game verb correctly. The
sequence is:

+ send: handpay . handpayRequest

+ wait for: handpay - handpayAck

+ send: handpay . remoteKeyOff

+ wait for: handpay - remoteKeyOffAck

03 AUG 2009 - Version 1.15 1of2
Copyright © 2009 Radical Blue Gaming, Inc. All rights reserved.



RadBlue System Tester Release Notes

Using the Unsupported Events Element

The Unsupported Events element lets you specify which events are not supported by the SmartEGM
for the host subscription. By default, the SmartEGM supports all events. The Unsupported Event
element should be included in each eventHandler device that you want to affect

Note that forced event subscriptions supersede unsupported events.

Name Type Use Restrictions Description
unsupported-events | element optional minOcc: 0 Unsupported events element. This
maxOcc: 1 element can contain multiple
unsupported-event elements.
Each eventHandler device may contain
only one unsupported-events element.
unsupported-event | element required minOcc: 1 Single unsupported event element. This

maxOcc:unbound

element can contain only one
event-code attribute. However,
depending the attribute value may
specify multiple events, depending on
how it is expressed.

event-code

attribute required

Xs:string

Event type or specific event to be
excluded. Regular expressions are
permissible.

Unsupported Events Element Example

In this example, all gamePlay events are unsupported.
<edm:event-handler edm:device-id="1" edm:device-active="true" edm:configuration-id="0"

edm:host-enabled=""true"
edm:host-locked="false"
edm:vendor-id=""Unknown"

edm:egm-enabled=""true" edm:egm-locked="false"
edm:chatty=""true" edm:owner-id="1" edm:config-id=""1"
edm:product-id="Undefined" edm:release-number="Undefined"

edm:vendor-name="Undefined" edm:product-name="Undefined" edm:serial-number="Undefined">
<edm:unsupported-events>

<edm:unsupported-event edm:event-code="G2S_GPE" />

</edm:unsupported-events>
</edm:event-handler>

20f2

03 AUG 2009 - Version 1.15

Copyright © 2009 Radical Blue Gaming, Inc. All rights reserved.



- RadBlue System Tester
6 Version 1.14

®
L3 lue [Released: 29 JUN 2009]

Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N OteS

Release Summary

In this release, we added a mechanism to ensure stronger encryption ciphers are used and added the
ability to compare the XML view of two commands in the transcript We've also added support for
several multicast events.

Improvements

e RST can now force stronger encryption ciphers first in its cipher list However, host systems
must also support this methodology for that feature to work.

To use stronger encryption ciphers, you must take the following steps:

i. Go to: http://java.sun.com/javase/downloads/index.jsp

ii. Scroll down to the Additional Resources > Other Downloads.

iii. Download Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files 6.

iv. Follow the installation instructions in the README document, located in the download’s
.zip file.

e You can now compare the details of two commands in the transcript

| %) Transcript Message =)
Transcript Message

gamePlay.gameDenomList | gamePlay.gameDenomList [
{View XL || View XML

[3) Text View [1) Hex View [3) Text View (1) Hex View

I ~||[0001T=>:
0002 <g2s

0003

ormandId="15633" g2s:dateTime="2
evicel i

0022 </g2s:gameDenonLis
0023 </g2s:gamePlay> 0023
002¢  </g2s:g2sBody> 0024
0025 </g2s:g2sMessage> ~||[oo2s | <

« M » «
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To use the compare feature:

i. Hold down CTRL and click the commands you want to view.

ii. Click Compare.

At this time, the Compare feature should not be used while transcript content is filtered.

e Event report command entries in the transcript now include the description associated with
the event (for example: eventReport:G2S_EHE101 Event Subscription Changed).

e The following multicast events are now supported in RST:
¢ CME110 - Join Multicast Group
¢ CME111 - Leave Multicast Group
¢ CME112 - Multicast Message Error
¢ CME113 - Security Parameters Updated

Corrections

e The command summary in the transcript is now calulated correctly when the XML does not
include the namespace prefix.

e The validationldList attribute in the VoucherStatus command is now updated when a new
list of validation numbers is received.
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S lue [Released: 01 JUN 2009]

Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N Otes

Release Summary

For release 1.13, we added support for the S2S handpay class as well as the ability to send a single
configuration.getlnformation message for all supported configuration elements. We also
updated our S2S support to use the 1.2.6 and 1.3.1 schemas. In addition, all game play player verbs in
the SmartEGM now support the in-game delay feature.

Improvements

e The application splash screen has been modified to display startup messaging information.

e (G2S) The lockouts in all classes are now working properly. SmartEGM functionality is
disabled.

e (G2S) In-game delays have been added to the player verbs Play Progressive Game and Play
Central Game screens.

|£ Play Game With Progressive Hit ==
Play Game With Progressive Hit
Game Play Options Progressive Levels
# Wi
Theme ID |RBG_sweatyTrolls Prog ID Prog Value Game Play of Denom ID Win Level Prog Value
evice Id Credits Ind
0. JUNDEFINED
Paytable ID |RBG_92 10 0.00 ! 3 100000 12 UNDEFINED

Game Play Device ID |1 -
Denom ID (value of 1 credit) |$1.00 USD

Cashable Wager (in Credits) 3 :

Promo Wager (in Credits) 0 :

Non-Cashable Wager (in Credits) 0=

Qn Game Delay (millilseconds) 3,000 = )

The delay is executed just before the generation of event G2S_GPE105 (Primary Game End). A
value of zero (0) denotes no delay.

This delay can be used to simulate delays in real-world EGMs. The delay makes the game cycle
more realistic.

e (All Desktops) The Transcript now sorts records from newest to oldest, so the newest records
appear at the top of the screen.

e (S82S) The RST-S2S tool has been updated to support S2S5 1.2.6 and S25 1.3.1.

e (S82S) A Clear Browser History button has been added to RST-S2S (Edge and Central). This
button removes all RST-created cookies from the cache on your PC, and is used to clear all
previously stored data for that instance of the tool.
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(S2S-Edge) RST S2S - Edge versions 1.2.6 and 1.3.1 now support sending a single
configuration.getlnformation command for all supported elements. Simply
conplete the required field(s) with the appropriate information. Fields left blank are not
included in the request command.

Fields marked with th

Send configurati

tion - ALl

n. ffthe field is blank then the comesponding S25 element will not be transmitted

Employee ID *

: 11111111

Job Code ID *

: MRTOS

Account ID *

: 12345678

StopID*:

2

Chip SetID*

: 5000

Game ID* : RBG.

;0025

Location ID* : reno

01

PitID*

: blkjk

Calculation ID * :

1212

Comp Item ID* :

rart

Send Comman d | [ Cancel

The host system should return a configuration.configurationlnfo response
command with the requested information.

(S2S-Edge) RST S2S Edge now supports the following handpay commands:

¢+ handpay.getEmployeelnfo

Send handpay . getEmployeeInfo

9 Magnetic Card
Key Pad
ID Type : Finger Scan
Retina Scan
Prox Card

ID Number: 11111111

Send Command H Cancel ]
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+ handpay.getEmployeePin

12345678
1234

+ handpay.disburseRequest

kiosk0123456ABC
G-0001

2009-05-29T15:15:37.136-07:00

85BFC449305672310000
532345690

USD

= N el =4 Il @ C ) (©) ()
= » sis O © 4] © O ©
o [=] ol ©
o o o o
o (=] o o

SLTATDTO01

[
-
=
[
[
[
.
[
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+ handpay.disburseHandpay

Send handpay . disburseHandpay

Disburse ID : 532345650
Disburse Amount: 10000
Disburse Currency ID : USD
Disburse Date/Time : 2005-05-29T715:07:48.696-07:00

Disburse Exception : 0|

Send Command H Cancel ]

Corrections

(G2S) Previously, the note dispenser status reported "false” for egmEnabled and hostEnabled,
regardless of its actual state. The note dispenser status is now reported correctly.

(G2S) The changeStatus attribute in the commConfig.commChangeStatus command now
updates correctly when a pending change is cancelled.

(G2S) Progressive device meters are now saved in the smartegm-config-updated.xml file.

(G2S) An issue has been corrected in which progressive device meters were not being
included in the GPE112 (Game End) event

(G2S) RST now returns the commChangelLogL i st when requested from the G2S host

40f4
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S lue [Released: 29 APR 2009]

Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N Otes

Release Summary

For release 1.12, we have added shortcuts for each RST desktop and removed the Initial Desktop Setup
screen. In addition, the SmartEGM configuration file is now automatically loaded for you. Finally, the
smartegm-config.xml file has been updated to support denomination ranges.

Improvements

* The Linux version of the RST installer now uses the file name:
radblue-system-tester-license.xml

See Bulletin 02: Installing RadBlue Tools on Linux.

e (S2S) RST Edge and RST Central now support the playerRating.activeRatingReq
command in S2S version 1.3.1.

e The Initial Desktop Setup screen has been removed, so you will no longer be asked to select
a desktop before RST launches. Instead, when RST is installed, a shortcut is created for each
default desktop (SmartEGM, Edge and Central). These icons are located under Start > All
Programs > RadBlue System Tester. To create desktop icons, simply drag and drop the
shortcut(s) you want onto your computer desktop.

Note that if you are running Edge and Central on the same computer, each desktop is
configured for running Edge and Central on the same computer. However, you must still install
two instances of RST. See Bulletin 04 - Installing S2S Edge and S2S Central on the Same PC for
more information.

e Once you have launched RST, you can still configure the startup desktop through the
Configure > Desktop Options screen.

e ThegetTransportOptions WSDL call, which is executed automatically at start-up, is now
optional Use Configure > Engine > Enable Get Transport Options to toggle this behavior.

29 APR 2009 - Version 1.12 1of3
Copyright © 2009 Radical Blue Gaming, Inc. All rights reserved.


http://www.radblue.com/documentation/documentation.htm
http://www.radblue.com/documentation/documentation.htm

RadBlue System Tester Release Notes

In this release, we added denomination range support in the SmartEGM. The gamePlay
devices 1 and 3 contain denomination ranges, expressed as follows in the
smartegm-config.xml file:

<edm:game-denoms>

<edm:game-denom edm:denom-id=""1000" edm:active=""true" />
<edm:game-denom edm:denom-id=""5000" edm:active=""true" />
<edm:game-denom edm:denom-id=""10000" edm:active=""true" />
<edm:game-denom edm:denom-id=""15000" edm:active=""true" />
<edm:game-denom edm:denom-id="20000" edm:active=""true" />
<edm:game-denom edm:denom-id=""25000" edm:active=""true" />
<edm:game-denom edm:denom-id=""100000" edm:active=""true" />
<edm:game-denom edm:denom-id=""500000" edm:active=""true" />
<edm:game-denom edm:denom-id=""1000000" edm:active=""true" />
<edm:game-denom edm:denom-id=""2500000" edm:active=""true" />

<edm:game-range edm:denom-min="5000" edm:denom-max="25000"
edm:denom-interval="5000" edm:active="true" />

</edm:game-denoms>
(G2S) The smartegm-config.xml file is now automatically loaded when you start the RST.

After the initial startup, a checkbox allows you to select whether you load the original
configuration or the latest (-update) configuration.

o 2 X
_/ Main | Player Verbs ] Device Events TTlger Script ] WAT Transfers r Progressives ] Data Model Viewer ]
Configuration Control
b Start SmartEGM Sto | Change SmartEGM Configuration SmartEGM Stopped
EGM |D |RBG_1234
EGM URL |http:/flocalhost:38101/RST/api-services/G2SAPI "\ Change SmartEGM ID
Description |The Standard RadBlue SmartEGM
/"Hosts | Devices |
» -
|5 Edit Host URL
Host Index I Host ID I Host Registered? Enabled? Description Host URL
0 0 false true The default Host0  UNREGISTERED
1 1 | true true The RGS http: //localhost: 31101/RGS /api-services/G2SAPI
2 0 false true EMPTY UNREGISTERED
3 0 false true EMPTY UNREGISTERED
4 0 false true EMPTY UNREGISTERED

T ol P ATV sl b ok 4

When RST SmartEGM launches, simply click Start SmartEGM.

If you want to use a different SmartEGM configuration file, click Change SmartEGM
Configuration and select a new file.
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Corrections

(G2S) Previously, bonus awards were not starting properly after a restart of the EGM. A check
has been added to ensure that bonusing is started, if it has not already done so.

On Linux versions of the tool only, an error was caused when the Transcript object was
dragged and dropped onto an RST layout As a result, the Transcript object did not display.
This issue has been corrected.

(G2S) The uploadPackage command now goes through the states as outlined in Figure
10.2 of the G2S Message Protocol.

(52S) An issue with the S2S user interface not displaying has been corrected.

(G2S) RST now handles the progressiveError from the host by logging the message and
not sending the APX008 (Command Not Supported) error back. Previously, the APX008 was
being sent, in violation of the G2S protocol.

Filtering G2S ACK Messages from the Transcript

The Configure > Filter G2S ACKs from Transcript option lets you remove g2sAck messages from
the Transcript If you change this option, you must restart RST for the change to take effect

Scripting Configuration (=)

Engine Options

= -

=

Desktop Options

Engine Options Filter G25 ACK messages from the Transcript database.

=
Filter G2S ACKs from Transcript
[ Filter G2S ACKs from Transcript

QQ .

P b LA Ml e oman B POy Ll SV DESSEY oS s S S BSOS S st )

wiad
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S lue [Released: 30 MAR 2009]
Questions?
Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re I ease N Otes

Release Summary

In this release, we added support for S2S 1.3.1 as well as addressing some minor issues.

New Features

e RST now supports versions 1.2.6 and 1.3.1 of the S2S protocol. Both versions now support the
following classes.

Note In all cases, the other entity (either Edge or Central) will respond to a
request in these classes.

Table 1 S2S classes supported by RST-S2S for versions 1.2.6 and 1.3.1.

Class You can send Purpose
commands
from...
communications | Edge Edge server initiates communications with the central
server, and then sends a variety of commands to report
Central : z
status changes in the communications class.
comp Edge The Edge server automatically sends a
getConfiguration command to the Central server
Central
upon startup.
configuration Edge The Edge server can request configuration information
from the Central server for several classes.
Central
egmRegistration | Edge The Edge server replicates Electronic Gaming Machines
(525 1.2.6 only) (EGM) data to the Central server.
Note: This class has been deprecated by GSA.
fillCredit Edge Send a fillCredit issuance command from the Edge
server, or send a fillCreditInfo message from the Central
Central
server.
marker Edge Issue a marker or voucher from the Edge server, or send
an update from the Central server.
Central
openClose Edge Open, post and close a table rating from the Edge
server.
Central
30 MAR 2009 - Version 1.11 1of2
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Table 1 S2S classes supported by RST-S2S for versions 1.2.6 and 1.3.1.

Class You can send Purpose
commands
from...
patron Edge Player management messages sent between a server
and a patron data warehouse system.
Central
player Edge Communication of carded player gaming activity to
central player tracking system.
playerRating Edge Start a rating, update a rating, close a rating and void a
rating from the Edge server. Use the Central server to
Central -
send the ratingInfo command.
registerClient Edge Edge server replicates data about any of its clients
(including EGMs) to the central server.
voucher Edge Communication to central voucher system to add and
redeem gaming vouchers.
wat Edge From the Edge server, you can request WAT funds, get
an account balance and transfer WAT funds.

Improvements

e (S2S) The required fields for the configuration.configurationlnfo command are
now enforced if an required section of the command is sent

e (G2S) All optionGroup elements of the same device identifier are now grouped under the
same deviceOption. This eliminates redundant device classes with the same device ID.

Corrections

e (G2S) Anissue has been corrected with a G2S_APX013 (Command Not In commandld
Order [Command ID: x, expected x]) error generating when a commsOnLine is
sent.

e (S2S) Anissue that involved a DWR error appearing unnecessarily when launching RST Edge
and RST Central has been corrected.
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Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N Otes

Release Summary

In release 1.10, we added WAT support, as well as additional patron support, in the S2S 1.2.6 scripts
for RST Central and RST Edge. A new Multicast Transcript lets you view multicast messaging details.

New Features

e Anew Change SmartEGM ID button has been added to the SmartEGM Main interface. This
option allows you to change the ID number of the EGM running on the SmartEGM. The
Change SmartEGM ID button is enabled once a SmartEGM configuration file has been loaded,
and the SmartEGM is stopped.

e Anew Multicast Transcript has been added to RST. See Using the Multicast Transcript for more
information.

MulticastTranscriptControl a 8 X

™ Load B\ Search Content & Clear Display ¢ Clear DB [l'{Lr Analyze

Date Received Message ID Frame Length Comment
2009-02-19T11:57:50.671-0800 572 414
2009-02-19T11:57:56.050-0800 573 414
2009-02-19T712:58:27.913-0800 197 415
2009-02-19T12:58:32.260-0800 198 415
2009-02-19T12:58:36.083-0800 199 415

The Multicast Transcript object has been added to the All Commands, My Desktop and G2S
Developer desktops.

e RST Edge now supports four new WAT requests for S2S 1.2.6:
¢+ getWatAccounts
+ getWatBalance
+ requestTransfer
¢ commitTransfer
e RST Central now supports four new WAT responses for S2S 1.2.6:
¢+ watAccountList
+ watBalance
¢+ authorizeTransfer

+ ackTransfer

02 MAR 2009 - Version 1.10 1of5
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RST Edge now supports four new requests for the patron class when using the S2S 1.2.6 script:
¢+ addPatron

¢ updatePatron

¢+ deletePatron

¢ (queryPatron

RST Central now provides a modi fyPatronlInfo response for the above four patron class
commands in S2S 1.2.6 script

Improvements

A new smartegm-config-mult-events-per-msg.xml file changes the eventHandler device to
include up to five eventReport commands in each G2S message.

The SmartEGM Config File Loader now displays any errors in the SmartEGM configuration file
being loaded.

Jetty (the web server used in RadBlue tools) has been updated from version 5 to version 6.
RadBlue recommends that you use valid certificates when using the tools.

Prior to version 1.10, RST did not invoke the getTransportOptions command in the G2S
WSDL. RST now invokes the command prior to sending the commsOnL ine command. If the
Enable GZIP option (under Configure > Engine Options) is selected, RST reports that it
supports GZIP when asks for its transport options by a host system.

Under Configure > Engine Options > Enable GZIP, the “Enable GZIP compression on all
outbound requests” informational text has been changed to “Enable GZIP compression on all
requests”

In-game delays can now be specified through the user interface or by running a Tiger/XML
script The delay is actually executed twice: just before the generation of event G2S_GPE105
(Primary Game End) and just before the generation of event G2S_GPE110 (Secondary Game
End). A value of zero (0) denotes no delay.

This delay can be used to simulate delays in real-world EGMs - The delay makes the game cycle
more realistic.

The Direction and Line Number columns have been removed from the Transcript object
A From Location column and a To Location column have been added to the Transcript object

For G2S, if the sender of the message is an EGM, the From Location is an EGM ID (for example,
RBG_1234) and the To Location is a host ID (for example, host ID 7).

If the sender of the message is a host, the From Location is a host ID and the To Location is an
EGM ID (or a multicast ID if the message was sent as a multicast message).

For 528, the From Location is the sending system’s ID and the To Location is the receiving
system’s ID.

20f5
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Using the Multicast Transcript

The Multicast Transcript displays multicast messages that are sent between the host and EGM. Note
that G2S commands contained in multicast messages can also be viewed through the normal

Transcript object

1. Select the Multicast Transcript object tab or drag-and-drop the Multicast Transcript object into the
layout of your choice.

MulticastTranscriptControl

™* Load B\ Search Content % Clear Display ¢ Clear DB [@ Analyze

& 8 X

Realtime Update

Date Received

Message ID Frame Len

Comment

2. Click Load to load multicast message data.

e

[£:| Row Count
Row Count

=S

-

|# Row(s) ko load :

10|

[ Load ] [

Cancel

)

3. Enter the number of messages (rows) you want to view by using the arrows or by typing the
number into the combo box.

Click Load

Select Realtime Update to automatically update the Multicast Transcript as messages are sent or

received.

MulticastTranscriptControl

™ Load B\ Search Content & Clear Display ¢ Clear DB [@ Analyze

a8 X

[¥] Realtime Update

Date Received

2009-02-19T15:35:42.274-0800
2009-02-19T15:35:44.599-0800
2009-02-19T15:35:48.033-0800
2009-02-19T15:35:53.494-0800
2009-02-19T15:35:56.445-0800
2009-02-19T15:36:03.636-0800
2009-02-19T15:36:06.529-0800

Message ID
93

94

95

96

97

713

714

Frame Length
415

415

1312

530

530

517

584

Comment
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Click any column header to sort on that column.

e Date Received - Date and time message is received by the tool.

e Message ID - Identification number of the message.

» Frame Length - Length of the frame contents.

e Comment - Indicates an invalid UMAC (Message Authentication Code using Universal
Hashing) or an invalid frame length if an error occurs. If the message is valid, this field is

blank.
Click Clear Display to clear the Multicast Transcript display.

Click Clear DB to remove all saved data from the Multicast Transcript

Double-click a message to view additional details.

Multicast Transcript Message

@ Previous » Next

Date Received : 2009-02-19T15:35:44.599-08:00
Multicast Location : com-gamingstandards-mtps://239.129.0.1:2828
CurrentKey: 184,218,54,212,161,71,62,161,173,99,130, 3,15, 150,228,242
UMAC: OFE60162

UMAC Nonces : 0000 00 5 00 00 00 00

MessageID: 94

Frame Index: 0

Total Frame Count: 1
Frame Length: 415
Comment:

Message | Frame Payload |
@ Text View @ Hex View

0001 <2xml version="1.0" encoding="UTF-8" standalone="yes"?>
0002 <vl:gzsMessage xmlns:vl="http://www.gamingstandards.com/g2s/schemas/v1.0.3">
0003  <vl:gzsMulticast vl:dateTimeSent="2009-02-15T15:35:44.566-08:00" vl:hostId="1"

| £| Multicast Transcript Message ==

0004 vl:multicastId="RBG_MULTICAST_GROUP1">
0008 <vl:bonusMulticast vl:commandId="44" vl:dateTime="2009-02-19T15:35:44.566-08:00">
0006 <vl:b ivity vl:b ive="true"/>
0007 </vl:bonusMulticast>
0008 </vl:gZsMulticast>
0009 </vl:gZsMessage>
<EOF>

» Date Received - Date and time message is received by the tool.

e Multicast Location - Multicast address or other transport-specific parameters.

e Current Key - Key used to authenticate message.

» UMAC - Message Authentication Code using Universal hashing.

 UMAC Nonces - The core security requirement of the UMAC is the notion of the nonce. MTP
nonces are a combination of (Message ID + Frame Index + 0x0 + 0x0).

e Message ID - Identification number of the message.
» Frame Index - Index number of the frame.
e Total Frame Count - Total number of frames in message.

» Frame Length - Length of the frame contents.

e Comments - Indicates an invalid UMAC or an invalid frame length. If the message is valid, this

field is blank.
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10. On the Message tab, click Text View to view the message in either text format, or click Hex View
to view the message in hexadecimal format

11.Click Frame Payload to view the message payload. If the message is encrypted, the information
displays in hexadecimal format

|£) Multicast Transcript Message
Multicast Transcript Message

l@ Previous} % Next

Date Received:
Multicast Location :
CurrentKey :
UMAC :

UMAC Nonces :
Message ID :
Frame Index :

Total Frame Count:
Frame Length :
Comment:

Frame Payload

OFE6 0162

94
0

1
415

00 00 00 5E 00 00 00 00

2009-02-19T15:35:44.539-08:00
com-gamingstandards-mtps://239.129.0.1:2828
184,218,54,212,161,71,62,161,173,99,130, 3,15, 150, 228,242

(553

00000100 .#p.d
00000110 ...dr

00000000 G.0"K.02?ei.Q...1 47
00000010 RYW..... W.usOe.. 52
00000020 ${..... Teee=...G 25
00000030 .R.._..XRT.".S.F E4
00000040 5.N.I89g.@.s.p.@ 35
00000050 ....>..... £3gP5. 93
00000060 2.......c.... a.. 3F
00000070 ...... B e 92
00000080 .a...Ceucnnn. R.. FC
00000090 .X..0...l...... 2?2 C5
000000R0 .5s.C"./L.3t.... 10
000000B0 ....&......=.\.w E6
000000CO ...N..2.Q[¥....! F8
000000D0 ...J..... £f.1{... ES
000000E0 d!..>..2.{...!M. &4
000000F0 .2d.....m.2%w\.. FC

F..o...rbaP 87
.*..a.Z...5 D9

00000120 ..83q2L.2)..,... 01

00000130 #*...j.4H..{5..1 23
00000140 ;....uL...~.i4.Q 3B
00000150 k o~.2}.+C

30
57
05
17

0A
13
1Cc
DD
EE

85
B4
1D
E0
64

AD
38
9B
EB

22
B9
E7
13
SA
8A
BF
11
04
16
20
BB
4E
42
AD
D2
&c
64
33
2B
1F

26

30
BA
92
12
39
08
B2
3D
12
ceé
03
EC
3F
FO
FC
oc
20
SE
4C
ED
4C

3F
R9
37
58
67
ce
A3
18
EF
BE
2F
14
t]
87
32
OF
c9
14
0B
34
E3

65
57
oc
41
R4
E7
Bé
40
Do
&C
4c
13
51
12
ER
6D
6F
EC
3F
48
80

69
17
13
54
40
R
BR
Dé
0E
FF
AC
82
SB
(13
7B
12
BF
61
29
FE
10

B8
65
El
53
70
50
61
Dg
52
CcL
8E
5C
12
12
21
5C
62
B8
94
DB
34

31
E4
47
46
40
cc
02
g6
SE
3F
c7
71
21
13
Fg
A2
50
35
E6
69
51

68 D2 CO B3 D2 6F 7E E9 3F 7D 07 2B 43 14 80 A7 7|

>

m

[

OK

J[ Cancel ]

If the message is not encrypted, the information displays in text format

12. Click OK to close the Multicast Transcript Message screen.

02 MAR 2009 - Version 1.10

Copyright © 2009 Radical Blue Gaming, Inc. All rights reserved.

50f5



- RadBlue System Tester
i s Version 1.9

lue [Released: 02 FEB 2009]

Questions?

Log on to the RadBlue Forum: http://radblue.mywowbb.com/ Re | ease N Otes

Release Summary

For release 1.9, we've created a Student Edition of RST that contains all of the functionality of the full
RST version, but can communicate only with RGS. The RST Student Edition lets you learn the G2S
protocol without purchasing a full version of the tool.

Note You must have a 2009 license to use RST versions released in 2009.
This includes RST 1.9.

New Features

e Anew RST Student Edition is now available.
The RST Student Edition is a fully functional version of RST for use with RGS, the RadBlue G2S
host simulator. This new edition of RST lets you get the experience you need to understand the
G2S protocol. The RST Student Edition comes with the RST and RGS Quick Start, a self-paced
training guide to get you up-and-running quickly.

Improvements

* RST has been modified to support a sourceReT element when creating a new handpay. See
Generating a Handpay Source Reference for more information.

Note The progressive.setProgressiveWin command with a
payMethod of payHandpay and payVoucher is not supported.
The bonus . setBonusAward command with a payMethod of
payHandpay and payVoucher is not supported.

* Asource reference is now included for the commitTransfer and watLogL ist WAT
commands, for handpay-only initiated WAT transfers. See Generating a Handpay Source
Reference for more information.

* The SmartEGM now creates a source reference for a handpay to a voucher. See Generating a
Voucher Source Reference for more information.

e The following voucher timing attributes have been modified in the smartegm-config.xml
file:

¢ G2S_valldListLife - 10 minutes

¢ G2S_valldListRefresh - 5 minutes

¢ G2S_voucherHoldTime - 15 seconds
¢ G2S_minLevellds - 15

02 FEB 2009 - Version 1.9 lof4
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The License Manager has been improved with additional user information for invalid MAC
addresses.

The disableText and lockText attribute values now appear on the Player Display for bonus
devices, voucher devices, WAT devices, and cabinet devices. For example:

Uncarded

G2S_printer[1] Disable Text: Printer is down. Please call f

Copyright 2009 Radical Blue Gaming, Inc. All right:

Corrections

In accordance with the G2S protocol, the smartegm-config.xml has been modified to send
keepAlive commands as requests.

When you enable an eventHandler device, RST now correctly generates a G2S_EHEOO3 event

When you disable an eventHandler device, RST now correctly generates a G2S_EHE004
event

The enabled attribute in the optionConfig.optionConfigModeStatus command is
now correctly set to false for the option config device in the smartegm-config.xml file.

The allowMulticast attribute in the commsProfi le command now defaults to true.

When the host disables a progressive device, all gamePlay devices that contribute to that
progressive are automatically disabled.

Disabled devices are no longer available for selection in Player Verb objects (for example, Play
Simple Game and Play Progressive Game).

The setPlayerMessage command can now be sent through multicast

When the host locks the cabinet device, the egmState is now set correctly, and the
enableMoneyIn and enableMoneyOut attributes are disabled.

In a multi-command message, the Transcript summary now displays the conmmand ID and
session ID of the first command.

Issues with running SmartEGM on Linux have been corrected.

20f4
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Generating a Handpay Source Reference

To see the added handpay source reference in RST:

1. From the RST SmartEGM Player Verbs tab, click Insert Note and insert a 1-dollar note into EGM.
2. Click Play Simple Game.

Type 1 in the Primary Win (in Credits) field.

Select Win to handpay.

Click the drop-down arrow for How to pay handpay, and select Pay to Handpay.

Click Play Game.

N o ok~ w

Select the Transcript tab, and review the handpay - handpayRequest command to see the
handpaySourceRef. For example:

<g2s:handpaySourceRef g2s:cashableAmt=""1000" g2s:deviceClass="G2S_gamePlay" g2s:deviceld="1"
g2s:logSequence="8"
g2s:nonCashAmt=""1000"
g2s:promoAmt="1000"
g2s:transactionld="27"/>

Generating a WAT Source Reference

To see the added WAT source reference in RST:

1. From the RST SmartEGM, select the WAT Transfer tab.

2. Click Get Key Pair, and then click Get Key Pair.

3. Click Insert ID, enter a valid player 1D (12345678), and click Insert ID.
4

. From the RGS (or your host system), send the WAT . setWatCashOut command with a
cashOutToWat value of true. (In RGS, go to: Send Command > G2S_wat > WAT - Set WAT Cash
Out)

5. From the RST SmartEGM Player Verbs tab, click Insert Note and insert a 1-dollar note into EGM.
6. Click Play Simple Game.

7. Type 1inthe Primary Win (in Credits) field.

8. Select Win to handpay.

9. Click the drop-down arrow for How to pay handpay, and select Pay to WAT.

10. Click Play Game.

02 FEB 2009 - Version 1.9 3of4
Copyright © 2009 Radical Blue Gaming, Inc. All rights reserved.



RadBlue System Tester Release Notes

11. Select the Transcript tab, and review the wat.commitTransfer command to see the
watSourceRef. For example:

<g2s:watSourceRef g2s:cashableAmt=""1000" g2s:deviceClass="G2S_handpay" g2s:deviceld="1"
g2s:logSequence="5"
g2s:nonCashAmt=""0"
g2s:promoAmt="0"
g2s:transactionld="21"/>

Generating a Voucher Source Reference

To see this in RST, from the SmartEGM Player Verbs tab:

Click Insert Note, and insert a 1-dollar note into EGM.

Click Cash Out to Handpay:.

Click Key Off Handpay.

In the Key Off Type field, click the drop-down arrow, and select Pay to Voucher.
Click Key Off.

© 0~ w D -

Select the Transcript tab, and review the voucher . 1ssueVoucher and

voucher .voucherLogList commands to see the voucherSourceRef. For example:
<g2s:voucherSourceRef g2s:cashableAmt=""100000" g2s:deviceClass="G2S_handpay"
g2s:deviceld="1"

g2s:logSequence="2"

g2s:nonCashAmt=""0"

g2s:promoAmt="0"

g2s:transactionld="3"/>
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