rO d bl U e RGS Version 36 Release Notes

Release Date: 10 DEC 2013

Release Summary

In this release, we added support for the Smart Card class, added an option to import PKCS #12 files,
added GTK cabinet commands for G2S 2.1, corrected issues and made several improvements to the
Tester Toolkit.

New Features
RGS now supports the smart card class.

Since implementation of the smart card class requires the use of a proprietary Smart Card Application
Protocol (SCAP), RadBlue has implemented the smart card class with its own version of a SCAP. This
implementation demonstrates the smart card class between RST and RGS. Also, depending on your host
or EGM implementation, there are three ways that you can use the RadBlue smart card:

1. If the EGM does not support SCAP, RGS can be the smart card device owner.

2. If EGM supports a proprietary SCAP implementation, RGS can be a guest of the smart card
device.*

3. If the host supports no SCAP, RST can be used as the EGM.

See the RGS User Guide or RGS Help for information on using the RadBlue smart card implementation.

Your proprietary SCAP can be implemented in the tools as a custom project. Contact RadBlue for more
information.

If you do not have RGS or RST, you can request a free student license. These two products communicate
with each other by default, so set up and configuration is minimal.
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RGS Version 36 Release Notes RadBlue G2S Scope

Configuration Modifications

e A new Import PKCS #12 File option (Tools > Configure > Security Options > Key Store)
lets you quickly import the certificates stored in a P12 or PFX file into the tool's client.jks and
trusted.jks. All certificates in the PKCS #12 file are imported to client.jks. Only non-key-entry
certificates are imported to trusted.jks. Once the certificates are successfully imported, they can
be viewed from the Key Store tab.

Security Options

General | Certificates Key Store
Select Key Store Fj

- [ e |

ault Alias:  <not set> @ Set AsDefault ;:J View ® Remove

=% Alias Issuer | Is Key Entry
\g ca CN=ca, O=RadBlue, ST=Nevada, C=U5 fale

example CN=radblue-CA, DC=radblue, DC=com  true
Security Options radblue A CN=ca, O=RadBlue, ST=Nevada, C=U5 true

Once you import a PKCS #12 file, the key store files
are are added to the list of key store files.

You can toggle between the list of Client Key Store
files and Trusted Key Store files by clicking the Select
Key Store File drop-down arrow.

Import PKCS #12 File
File: |C:\Users\Desktoplexample.p12 || Browse
] Import
Password:  |password

Engine Modifications
e In RGS 34, the bonus.setBonusAward command was sent as a G2S notification. This issue
has been corrected.

¢ In previous versions, the Snapshot option ran slower than expected. Snapshot has been modified
to improve performance.
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RadBlue G2S Scope RGS Version 36 Release Notes

User Interface Modifications

o Error messages that display in the GSA Message Validator, accessed through the Tools option
on the menu bar, have been improved with clearer information when XML is invalid or the G2S
message does not conform to the protocol.

e The performance of the Debug Console has been improved to display messages more efficiently,
especially during long runs of the tool.

e When sending a command using the Custom Send option in the Send Command layout, the
timeToLive attribute is now set to zero (0) by default. This change ensures that the command
does not time-out in the time it takes you to make changes to it. You can change this value, as
needed, when you are modifying the command.

o Attributes that have been deprecated in G2S 2.1 now display in a strike-through font in the Data
Model Viewer (DMV).

Data Model Viewer 24 x
View Data Model | Compare Data Models
[ spit view (=] single view
Data Model
[A] Expand Al [ ] Collapse [eli Snapshot ﬂ Save As

E1-[=] Data Models 4 RBG_1234.dev u i [0001].profile
[ 3 RBG_1234 »

»

B 7% devices Namie | Value
B ¥ auditMeters Allow Multicast  true
-7 auditMeters[0001] fig ete o < Attribute that was
Config Date/Time  <null> R
£ |
R genera Configuraton D 0 deprecated in G25 2.1.
= 14 cabinet Display Comm F... false

Java Class com.radblue.gsa.g2s.devices.CommunicationsDevice $CommunicationsDevi. ..
Multicast Suppo... G25_true

Mo Response Ti... 05:00 [mm:ss]

Motation Root RBG_1234.devices.communications. communications[0001] profile

£ cabinet[dass-info]
- ¥4 dass-meters
{ cabinet[526059076]

m

[+ 2 coinAcceptor
[ ¥ commConfig Required For Play false
[=+ ¥ communications Restart Status  false

: [Time To Live 00:30 [mm:ss]
¢ lUse Default Co... false

= communications[0001]

m

o The following cabinet class master reset commands have been added to the Send Command
object for G2S 2.1:

e masterReset

e authorizeMasterReset

e cancelMasterReset
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RGS Version 36 Release Notes RadBlue G2S Scope

e You can now quickly view the URLSs for the optional RGS REST interface (Remote Control) and
the Scratch Pad example interface by going to the Engine layout and clicking RGS URLs.

325 Scope (Host ID: 1

File~ Tools ~ Help ~ G2S Scope
q - Engine | Transcipts rsandCommand rDatabases rTesherTooIkit ]

¥ | G2s Engine
o RGS URLs: 6 Master Reset 3¢ Clear Filters |=jr Export Debug [/] Realtme Update

RGS is listening on these URLs:
http://127.0.0.1:31101/RG5/api-services/G25APT
http://172.16.53.59:31101/RGS/api-=services/G2Z5RFT
http://192.168.56.1:31101/RG5/api—services/G25APT

’ Start Engine

Remote Control URLs: \
http://127.0.0.1:31501/remote
http://172.16.53.59:31501/remote
http://192.168.56.1:31501/remote

SSL URLs:
https://127.0.0.1:31201/RE5/api-services/G25APT
https://172.16.53.59:31201/RG5/api-services/G25RPT
https://182.168.56.1:31201/RG5/api-services/GISAPL

ScratchPad URLs:
http://127.0.0.1:31501/RG5/remotecontrol/ScratchPad. html
http://172.16.53.59:31501/RG5/ remotecontrol/ScratchPad. html
http://192.168.56.1:31501/RG5/ remotecontrol/ScratchPad. html

/

Host Info:
:||Host ID: 1
b Connected EGM(s) Debug Console

. RBG_1234 201321 -18T1@a00: 06-08:00 [INFO] [E:0001-alg-startup]} Se command voucher.getigMicherp: to device -

e When you send the bonus.cancelBonusAward from the Send Command layout, if the bonus
state is pending, the bonus ID and transaction ID are now automatically retrieved from the latest
log entry. Previously, this information was not available in the interface.

< T —
" Send Command bonus.cancelBonusAward to G25_bonus[1] Sl

Send Command bonus.cancelBonusAward to G25_bonus[1]
Bonus 1D : 12,345,678
ransaction D : 1

’ Send Command H Cancel H Custom Send ]

e The IP Ref ID value is now assigned automatically for the informedPlayer.setIpMessage
command in the Send Command layout.

e The Configuration ID and Transaction ID values for the commConfig.cancelCommConfig
command in the Send Command layout are now retrieved automatically just before the execution
of the command from the latest log entry, if the status is Pending or Authorized.
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RadBlue G2S Scope RGS Version 36 Release Notes

Tester Toolkit Modifications

e A new Set Active Response Configuration script verb has been added to Custom Scripting.
This verb lets you set a custom response from a custom script by selecting the response
configuration you want to add.

~  Select a Response Configuration File to Set Acti ﬁ

Select a Response Configuration File to Set Active
Select a Response Configuration

Response Configuration File :"Siandard Configuration {response-manager-config-gsa-standard. xml)} v:

(resr ) [l ]

Once you add a response configuration file through the Response Manager, it becomes available
in the Set Active Response Configuration drop-down.

e The bonus.cancelBonusAward command has been added to Custom Scripting. Note that, if
the bonus state is pending, the bonus ID and transaction ID are automatically retrieved, just
before the execution of the command, from the latest log entry.

¢ The Configuration ID and Transaction ID values in the following Custom Scripting commands are
now retrieved automatically just before the execution of the command from the latest log entry,
if the status is Pending or Authorized:

e commConfig.authorizeCommChange

e commConfig.cancelCommChange

e optionConfig.authorizeOptionChange
e optionConfig.cancelOptionChange

e optionConfig.getOptionChangeStatus

¢ The Configuration ID value for the commConfig.setCommChange command in Custom
Scripting is now assigned automatically when the script in which it has been inserted is run.

e A unique Script ID value for the download.setScript command in Custom Scripting is now
assigned automatically by RGS.

e A unique Verification ID value for the gat . runSpecialFunction command in Custom
Scripting is now assigned automatically by RGS.

e A unique IP Ref ID value for the informedPlayer.setIpMessage command in Custom
Scripting is now assigned automatically by RGS.

¢ You can now add and edit components from the Custom Scripting interface for the following
commands:

e eventHandler.setEventSub

e meters.setMeterSub
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RGS Version 36 Release Notes RadBlue G2S Scope

e commCon
e optionC

e mediaDi

commands:

fig.setCommChange (edit only)
onfig.setOptionChange (edit only)
splay.loadContent

¢ You can now add and edit the Run Macro script verb from the Custom Scripting interface.

e A unique Override ID value is now automatically assigned for the following Custom Scripting

e playerMulticast.setCountdownOverride

e player.

e player.
e player.
e player.
e player.

setCountdownOverride

o RGS now uses the current override ID from the latest log entry for the following commands:

setCarryOver
setHostPoints
setPlayerOverride

setPointBalance

Transcript Modifications

e An issue in which the Clear Display option in the Message Transcript cleared the transcript

display as well as the EGM selector list has been corrected. The Clear Display option now clears
the transcript messages from the table only. The Clear Database option removes all transcript
records from the transcript database, clears transcript messages from the table and clears the
EGM selector list.

o Attributes that have been deprecated in G2S 2.1 now display in a strike-through font in the

Message Transcript detail screen's Command view. The command details screen can be accessed
by double-clicking any message in the Message Transcript.

~ Transcript Message [ID: 2607] - communications.commsStatus [G2S_response]
—

Transcript Message [ID: 2607] - c icati sl s [G25_resp

1

‘ W™ g2sAck H | Req-Resp H Ii"FTranspnrtMessage

& previous

Transcript Message [ID: 2607] - communications.commsStatus [G2S_response]

Command | View XML

Command ID:
Date/Time:
Date/Time Sent:

EGMID:
Host ID:
Session ID:

Session Relbry:
Session Type:
Time To Live:
Message ID:

Command Name:
Configuration ID:
Host Enabled:

EGM Enabled:
Outbound Overfiow:
Inbound Overfow:
G25 Protocol:
Comms State:
Transport State:

Device ID: 1

—SessorMores

—Cests e
Config Date/Time:

fgdgffyﬂg Transoor Stzte: 02 nawg A

59427
2013-10-31T14:56:02.936-07:00
2013-10-31T14:56:02.940-07:00

RBG_1234
1
300147

communications. commsStatus

Attributes that have been
z deprecated in G25 2.1 display in a
e
s strike-through font.
false
false
true
G25_online

G25_traghefrtup
fatse
<Mot Set>

g

6
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RadBlue G2S Scope RGS Version 36 Release Notes

o Comments associated with a message are now displayed next to the Command and View XML
tabs when you view the message details as well as in the Message Transcript object.

Transcript Message [ID: 508797] - progressive.getProgressiveProfile [G25_request

Transcript Message [ID: 508797] - progressive.getProgressiveProfile [G2S_request]
™ g2sAck | l = | ReqResp l l ETransport Message @ Previous } Next

Transcript Message [ID: 508797] - progressive.getProgressiveProfile [G2S request]
View XML

Command Comment: MTP Service Initislization

Command ID: 158 *
Comments associated with the message
now display here as well as in the Message

Transcript object.

Dste/Mime:  2013-11-14T11:55:19, 137-08:00

Dafe/Time Sent:  2013-11-14T11:55:19.208-08:00

Device ID: 2

ot po s ™
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rO d bl U e RGS Version 34 Release Notes

Release Date: 01 OCT 2013

Release Summary

In this release, we added a Use Existing License feature to the RGS installer, added and modified several
commands in Custom Scripting and made general improvements to the tool.

Did you know....

You can see how the EGM's data model changes during testing through the Data Model Viewer.
The Data Model Viewer uses commands sent from the EGM to construct a data model of the EGM
that is modified as additional commands are received. You can snapshot the data model at
different points in the testing process to see how certain activity changes the data model. For
more information, see "About the Data Model Viewer" in RGS Help or the RGS User Guide.

Installation Modifications

e For version 34 and higher, if you install a version of RGS over an existing version, you now have
the option of using the existing license. If you do not want to use the existing license, you can
browse to a new license. Note that this option is only available when you install RGS over a
previous installation. All components of the previous installation are removed by the installer
except the license file and any backup files.

T A T e N

Select RGS License
‘fou should have recently received a RGS license file from RadBlue. Please
select the location of this license file so thatit can be loaded into RGS.

@) Use Existing RGS license

~ Use NEW RGS license

C:\Users\Desktopiv34 Browse ...

Configuration Modifications

e A new security option has been added that lets you fine-tune certificate requirements for the
tool. Select Require Client Certificate if the other endpoint must have a certificate or it fails
authentication. If this option is cleared, the other endpoint is not asked to send its client
certificate. By default, this option is selected.
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RGS Version 34 Release Notes RadBlue G2S Scope

User Interface Modifications

e An error on the Send Command cabinet.setOperatingHours user interface has been
corrected. The value entered in the Time Stamp field now matches the time value sent in the
command.

e Theplayer.setPlayerOverride user interface in the Send Command panel has been
modified so that the default Transaction ID value is now taken from the last log entry. If there is
no log entry, the value is set to 1.

e Theplayer.setPointBalance user interface in the Send Command panel has been
modified so that the default Transaction ID value is now taken from the last log entry. If there is
no log entry, the value is set to 1.

Tester Toolkit Modifications

e The bonus.setBonusAward command in Custom Scripting has been enhanced to include all
of the fields and options available through the Send Command layout.

Apply bonus.setBonusAward

1Dasic;

Bonus Mode .IGT_standardMode =

Bonus Award Amount 10,00
Credit Type |G25_cashable ]
Pay Method |G25_payCredit

Expire Credits | false

Expire Date/Time [¥] Enable |+ + (10 minutes

ID Restriction |G25_none
ID Reader Type :GZS_none
ID Number |11111111
Player ID
TextMessage |Borus Awarded!
Message Duration |00:10

Override Eligible Timer | true

¢ In Custom Scripting, you can now set the Device ID and Configuration ID values for the following
commands:

e commConfig.authorizeCommChange
e optionConfig.authorizeOptionChange
e Custom Scripting now supports the following commands:

e bonus.setBonusAward
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RadBlue G2S Scope RGS Version 34 Release Notes

e bonusMulticast.setBonusAward

e bonusMulticast.setBonusMessage

e cabinet.getMasterResetStatus

e commConfig.cancelCommChange

e eventHandler.getEventSub with wildcards

e eventHandler.clearEventSub with wildcards
e informedPlayer.setIpGameDelay
e optionConfig.cancelOptionChange
e player.setCarryOver
e player.setHostPoints
e player.setPlayerOverride
e player.setPointBalance
e playerMulticast.setCountdownOverride
e playerMulticast.setPlayerMessage
o The Request ID field in the wat.initiateRequest command in Custom Scripting has been

removed. This value is now automatically generated by RGS and is always unique.

e The Expire Date/Time field in the wat.initiateRequest command and
bonus.setBonusAward command in Custom Scripting is now configured as a relative value.

fus Apply bonus.setBonusAward I.éj
Apply bonus.setBonusAward | fas Apply wat.initisteRequest B
24 Apply wat.initiateRequest
o e — ) Device iD - | All Devices =
Stop Date/Time  [V/] Enable |+ ~ |/ 10 mirites - ID Reader Type |G25_none v
+ = L J
Number Of Games FE 1D Number -
Timeout .DD:DD = [mm:ss ]. Player ID -
TIMeoUtFp 1~ |7 smmneeTimans = )
. | Fas Apply bonus.setBonusAward B Account 10 I |
M0 e WAT Direction : | FROM_EGM -
Min Multi e WAT Pay Method ©  |PAY_CREDIT
Max Multi . y
Bonus Mode | IGT_mjtMode - [/] Expire Credits \
\ I - = -
R e Bonus Award Amount 0 Expire Date/Time : Enable |+ = |2 days :‘J
Low Credit Rej 3 — =
Credit Type |G25_cashable = Request Cashable Amount - 2
cardout Pay Method | G25_payCredit = Request Promo Amount 0.00
SN Expire Credits :fa|se - Request Non-Cashable Amount - 0.00
Auto | - - -
CExpire Date/Time Enable |+ w | 10 minutes D [T Reduce Amounts
= i
ID Restriction | G25_none -
ID Reader Type |G25_none -
o .
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Advanced Transcript Analyzer Modifications

e The Summary version of the Advanced Transcript Analysis Report now displays one incident of
each error type for each communications session.

Transcript Modifications

e On the Command tab for the cabinet.setOperatingHours command and the
cabinet.operatingHoursList command, accessed by double-clicking that command in
the Message Transcript, a standard Time value is now displayed instead of a Time value in
milliseconds.
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radblue

RGS Version

32 Release Notes

Release Summary

Release Date: 06 AUG 2013

In this release, we updated the required Java version, added support for the Hardware class, added
support for several commands in the Tester Toolkit, added the ability to configure a guest host through
the commConfig.setCommChange command user interface and corrected minor issues.

Did you know....

Using the Tester Toolkit module's Custom Scripting feature, you can automate the testing of the
Media Display class. When you use Media Display with Custom Scripting, remember that the
Content ID must be the same in the Media Component file used in the custom script, in the

mediaDisplay.setActive command and the
mediaDisplay.releaseActiveContent command.

New Features

e New for 2.1! RGS now supports the Hardware class.

e The hardware.getHardwareDevices and hardware.getHardwareStatus

commands have been added to the Send Command object.

77635 Scope (HostIDL T =R
 File * Tools ~ Help ~ G2§ Scope fﬁ\\
A Engine | Transcripts SendCommand | Databases | TesterTookit

¥ send command To EGM L

Current EGM

REG_1234 [ Send Raw XML l Time ToLive : (00:30 | | [mm:ss ]

Current Devices | Game Play Devices

- l [? Farce MSX003 ”

Available Commands

&3 Send Selected Command @ Send My Command i Clear History
T

Device Class Device ID
Commands
(625_gamePlay 6 fo df GettardwareDevices.
(G25_gat 1 getHardwareStatus
G25_handpay 1
G5 herdvare O
(25_hopper 1 In this example, we sent the
(625 _idReader 1 . d
625 _meters A E hardware.getHardwareDevices command.
G25_noteAcceptor 1
. |625_noteDispenser 1 e g5
H View the command and response detail in the
: ||62s_optionConfig 1 X
¢ le2s_player 1 Message Transcript.
|25 printer 1 3
377 Send Command To EGM | [s”] MTP Management Cantral
Transcript > 8 x
<Al EGMs> - 2 compare [@)] Fiters [Ry sewchContznt X Cexr - [l anyas - Show EventReport [ Realtime Update
=T
Date Received Message ID__From Location To Location  Session Type Session [D__ Command ID_ Device Ssummary Comment
12013-06-27715:40:09.674-... 6106 Host ID 1 RBG_1234 N/A 0 0 unknown[0] _ G2SACK
013-0 0:09.6 625 _resp... [300153 [42046  |hardware[1]  |hardware.hardwareDeviceList| [
|2013-06-27T 15:40:09.665-07... 6104 REG_1234 Host ID 1 N/A 0 ] unknown[0] G2SACK
2013-06-27T15:40:09.656-... 6103 HostID 1 RBG_1234 G2S_requ.. 300153 369 1 hardwar Via Sen...
T 610 REG=1254 iRttt nkrome: G2sAEK:
|2013-06-27T15:39:50.333-07... 6101 Host 1D 1 RBG_1234 G25_response 8000067 368 communications[1] communications. keepAliveAck
|2013-06-27T15:39:50.332-07... 6100 HostID 1 RBG_1234 N/A 0 o unknown[0] G2SACK
|2013-06-27T15:39:50.328-07... 6099 REG_1234 HostID 1 G2S_request 8000067 42045 communications[1] communications.keepAlive
|2013-06-27T15:39:19.817-07... 6098 REG_1234 Host ID 1 N/A unknown[0] G2SACK. i
[ Transcript | = 1 Multicast Transeript
@ License valid for : 8953 day(s), 7 hour(s), 35 minute(s) [GSA] Desktop : RGS 3:40:22PM zmﬂﬂ of 505M |
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RGS Version 32 Release Notes RadBlue G2S Scope

e You can view the hardware command details in the Message Transcript.
e The Hardware class can be used in the following Tester Toolkit features:
e Custom Scripting
o Startup Algorithm
e Components (Macros and Event Subscriptions)
e The Hardware class has been added to the Data Model Viewer (DMV).

Data Model Viewer = 8 x
View Data Model | Compare Data Models
DD Spiit View 87 Single View
Data Model
[#] Expand All [#] Collapse [8li Snapshot H Save As

(=-[=] Data Models + | RBG_1234.devices.hardware.hardware[0001].general
=+ ¥ RBG_1234 b =1
- R Namie Value
= ¥ devices

1 auditMeters Config Host o
- ¥ borus Conﬁgurahon D 0

¢ cabinet Dev!ce Active true

4 cabinet[dass-info] gev!ce ;:[I)ass ilizs_hardware

(- £ cabinet[526055078) evice
T co\n.-\ccepm[r ! Selecta category to Java Class com.radblue. gsa.g2s. devices. HardwareDevice
- ¥ commCanfig displav it on the right‘ Notation Root RBG_1234.devices. hardware.hardware[0001] .general
[#- ¥ communications [Qwner ID g
¥t download Product ID maile-product
- ¥ eventHandler Product Name Undefined
¢ gamePlay L Reh.aase Mumber Undefined
¢ gat = ||+ |serial Number Undefined
@ ¥ handpay Supports Multicast false
- ¥ hardware : Ven:or jin] Unknown

[=- % hardware[0001] [Vendor Name RBG

hardware-groups
status
- 3£ supported-events , p
’ Tt - '_' . - -‘J

Installation Modifications

o All RadBlue products now require Java SE 7u25 or higher. If the installer cannot find this
version on your computer, you are prompted to download and run the Java installer, or navigate
to the correct Java version. This update should have minimal effect on your environment, but
keeps our products on modern versions of the underlying technology.
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RadBlue G2S Scope

RGS Version 32 Release Notes

User Interface Modifications

e The Data Model Viewer (DMV) now displays times in the format defined in the Default
Format for Milliseconds Value configuration option (Tools > Configure > Engine >
General). The default is (mm:ss).

e You can now type the Time Stamp when editing the cabinet.setOperatingHours
command (through either the Send Command or Custom Scripting) rather than using the
up/down arrows.

~ _ Edit Operating Hour Entry
e ——

Edit Operating Hour Entry

et ]

Time Stamp ;| 12:00:00AM m

Day of Week . | D3_TUESDAY

State - |ENABLE

-

-

[ Save

H Cancel ]

Click inside
the field and
type the new
value,

e An issue with adding a guest host through the user interface when sending the
commConfig.setCommChange command has been corrected.

To add one or more guest hosts to a device:

S U1k W

Click Save.

Click Devices.

Go to: Send Command > G2S_commConfig > setCommChange

Select the device you want to edit, and click Edit.
Click the drop-down arrow. The available guest hosts displays.

Select the guest host(s) you want to add.

Device Editor

Device Class:

Device Id :
Device Active?
Owner Host [D ©

Config Host ID ©

G25_bonus

-h'ue

A 4]

[
o1 LIRS 1L

Guest Hosts -

1

[0 localhost
1 http: {flocalhost: 3110 1/RGS fapi-services (G 25APT

QK

H Cancel l
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RGS Version 32 Release Notes

RadBlue G2S Scope

e An Access Token field has been added to the mediaDisplay.loadContent command user
interface (Send Command > IGT_mediaDisplay > loadContent). This field lets you add the
mdAccessToken attribute through the user interface. Note that this field automatically increments
each time you send the mediaDisplay.loadContent command, so the Token Access value
is always unique. A value of zero (0) disables the local connection.

 Send Command mediaDisplayloadContent to IGT_mediaDisplayl] [

send C d mediaDisplay.loadContent to I6T_mediaDisplay[1]

General Options
Content Id :

{100,001

L — T
\r‘\_Ecess Token :

100,0011+])

Media URI: | http:/flocalhost: 31101/RGS MediaDisplayContent/Asteroid_blaster.swf

Commands

J Select Al % Clear All

Events

q Select All @ Clear Al

[TIRBG_xxx001 [Command 1]
[FIRBG_3x%002 [Command 2]
[F]RBG_xx%003 [Command 3]

[F|REG_YvY0O1 [Event 1]
[FIRBG_vY002 [Event 2]
[FIRBG_vYY003 [Event 3]

Send Command ] [ Cancel ] [ Custom Send

Tester Toolkit Modifications

Startup Algorithm

e The cabinet.setOperatingHours command has been added to the Startup Algorithm.

Custom Scripting

The following commands have been added to Custom Scripting:

e cabinet.setOperatingHours

e communications.closeComms

e commConfig.setCommChange

e download.authorizeScript

e download.cancelScript

e gamePlay.setActiveDenom

e gat.getVerificationSupport

e informedPlayer.setIpMessage

e optionConfig.getOptionSeries

e wat.initiateRequest

15
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RadBlue G2S Scope RGS Version 32 Release Notes

Components

e A new Set Comm Change component has been added that lets you use pre-configured
commConfig.setCommChange commands in Custom Scripts. To create a file for the Set Comm
Change component, configure the commConfig.setCommChange command through the Send
Command object, and then click Save to Components.

_ Send Command commConfig setCommChange to GZS_(nmn(‘m o]
Send Command commConfig.setCommChange to 62S_commConfig[1]
Configuration Id : fo0,003 1=

Apply Condition : - |625_immediate
pisabie Conaiion : - |625_nene
Start Date Time © 1ul 8, 2013 :32:33PM
End Date Time Jul 8, 2013 3:42:33PM

44

Restart After 7 - false

The current data is from the most recent commHostList response. To update the information, send a "Comm
Config - Get Comm Config Host List" command.

Hosts | Devices | Authorizing Host (=1 save to Components
= Edit ¢ Delete
HostIndex | HostiD | Host Location Host Registered? | Can Mod Remote?
o o Tocahost tue tue
1 1 http: flocalhost: 31101 RGSfapi-services/G2SAPL  true true
2 o localhost false true
3 o localhost fakse true
| sendCommand ] [ cancel | [ cuswmsend |

Once you have saved a commConfig.setCommChange command, it displays in the Set Comm
Change screen (Tester Toolkit > Components), and can be edited or deleted through that

screen. If you don't see your new component in the list, press the Refresh button on the Set
Comm Change screen.

e An Access Token field has been added to the Edit Media Display Load Content File user
interface (Tester Toolkit > Components > Media Load Content > Edit or Add). This field lets
you edit the mdAccessToken attribute through the user interface. Note that this field
automatically increments each time you send the mediaDisplay.loadContent command,
so the Token Access value is always unique. A value of zero (0) disables the local connection.

Edit Media Display Load Content File
General Options

Description
Author
Version

File Name
G23 Version

Load Cantent Demo #1,

RadBlue

1.0.0
load-content-component-00 1l
210

Media Display Load Content

Contentld: 13,5735
Access Token o=
Media URI:  http:/flocalhost: 3110 i |_blaster.swf -

= % Commands: L Events
Command Element Functional Group Event Code Event Text
command-1 group-1 REG_XXX001 Event #1
command-2 goup-2 REG_XXX002 Event £2
command-3 group-3 REG_XXX003 Event #3
save | [ Cose | [ savess
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RGS Version 32 Release Notes

RadBlue G2S Scope

Transcript Modifications

¢ An issue in which no information displayed in the Command tab on the
handpay.handPayProfile command detail screen has been corrected. Command tab
information now displays correctly for this command.

e In the Message Transcript, the Time column value for the detail view of the

Transcript Message [ID: 791] - cabinet.operatingHoursList [G2S_response]

W™ g2sAck H | RegResp H ﬁTransportMemge @ Previous } Mext
Transcript Message [ID: 791] - cabinet.operatingHoursList [G2S_response]
Command | View x|v||_| |
Operating Hours 1 &
Command ID: 45256 F
Operating Hours (
Date/Time:  2013-07-18T15:57:02.983-07:00 RS L= SElE
GTK_sunday 16:00:00 GTK_enable
Date/Time Sent;  2013-07-18T15:57:02.984-07:00 [GTK_monday 16:00:00 GTK_enable
(GTK_tuesday 16:00:00 GTK_enable
Device ID: 526059076 GTK_wednesday 16:00:00 GTK_enable -
IGTK_thursday 16:00:00 GTK_enable T
EGMID: RBG 1234 GTK_friday 16:00:00 GTK_enable
- GTK _saturday 16:00:00 GTK_enable
HostiD: 1 L ey
Session ID: 200159 B
Session More:  false
Session Retry:  false
Session Type: G25_response il

e You can now view multiple EGMS at once in the Message Transcript (rather than one or all) by

holding down the CTRL button and selecting the EGMs you want to view.

2013-07-10T13: 28:51.686-07:00
2013-07-10T13: 28:51.720-07:00

201.3-0 Zasdi

630-0Z;00,

50159
50158
50157
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Release Date: 04 JUN 2013

Release Summary

In this release, we updated the required Java version, added a dateTime offset option, updated the
gameplay.setActiveDenoms command for 2.1, made changes to the Data Model Viewer for 2.1,
added a Pause Script verb to the Tester Toolkit Startup Algorithm, updated the RGS REST Programming
Interface Guide and corrected some minor issues.

Did you know....
4 GB is now the minimum Memory requirement for computers running RGS.

Installation Modifications

o All RadBlue products now require Java SE 7ul7 or higher. If the installer cannot find this
version on your computer, you are prompted to download and run the Java installer, or navigate
to the correct Java version. This update should have minimal effect on your environment, but
keeps our products on modern versions of the underlying technology.

e The RGS installer now displays a warning if the license you load during installation is not valid.

Configuration Modifications

e Current RGS Offset [HH:MM:SS.MMM] - Set the RGS time offset from the system clock, which is
part of the dateTime calculation applied to all messages sent by RGS. The calculation for the
dateTime stamp is:

PC time + offset [Current RGS Offset value] + setDateTime offset
Use this option if you want to test an incorrect dateTime value.

Engine Modifications

o Previously, RGS sent a communications.setCommsState command for every
communications.commsDisabled command it received during start-up, which caused
communications issues when RGS received multiple communications.commsDisabled
commands. RGS no longer responds to every communications.commsDisabled command.
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User Interface Modifications

e New for 2.1! Apply Condition and Disable Condition fields have been added to the
gamePlay.setActiveDenoms screen (Send Command > G2S_gameplay > setActiveDenoms).

~ Send Command gamePlay.setActiveDenoms to G25_gamePlay[1] ﬂ

Send Command gamePlay.setActiveDenoms to 625_gamePlay[1]
Apply Condition : | G25_disable -
isable Condition : | G25_idle -
= — Min |
. Denoms & Ranges
E| . Denoms
& 1000
# 5000
& 10000
& 25000
& 100000
& 500000
- [¥] # 1000000
& 2500000
= Ranges
. Range (min/max/inc) : 5000 5000 5000

== Add New Range It Delete Range

Max | interval

[ Send Command ][ Cancel ][ Custom Send ]

e New for 2.1! The Data Model Viewer now displays all version 2.1 status and profile attributes
for the cabinet, gameplay and handpay classes.

o A display issue that occurred when a component was added to the Send Command
gat.doVerification screen has been corrected.

e An issue in which a device guest host could not be modified through the Send Command
commConfig.setCommChange screen has been corrected.

o Two new options, accessed through the File option on the menu bar, let you export all RGS
configuration options and import those options into another instance of RGS. With these options,
you can now quickly configure new instances of RGS.

o Export Configuration... - Select to export all configuration settings for the tool, including
security certificates. The resulting ZIP file can then be imported into another version of the
same tool.

o Import Configuration... - Select to import all configuration settings for the tool, exported
from another version of the same tool, including security certificates. This option is used when
you want to quickly set up a specific configuration for the tool that is already set up in another
version of the tool.
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Tester Toolkit Modifications

o A Pause Script verb has been added to the Tester Toolkit Startup Algorithm.
The Pause Script verb pauses the script for the time, or within the time period, that you specify.
Enter a Minimum Delay time and a Maximum Delay time in seconds. If the values are different,
RGS pauses the script a random number of seconds between the minimum and maximum values.
If both values are the same, RGS pauses the script for the number of seconds specified.

Remote Control Modifications

e A Scratch Pad demo program has been added to RGS Remote Control that assists you in
developing an RGS REST interface by letting you see what an RGS REST interface might look like.

o The following information has been added to the RGS REST Interface Programming Guide:

o Sample use cases.

e A fetchStatus method and an insertTranscriptMarker method, both for use with
transcript records.

e A "Getting Started" chapter to get you up and running with RGS Remote Control.

¢ Information on how to use Scratch Pad.

Transcript Modifications

o Ifthe tool receives a date/time with the seconds parsed greater than milliseconds, the time/date
is truncated to milliseconds in the transcripts. For example:

The date/time 2013-04-30T08:03:46.1234567890-07:00
displays as 2013-04-30T08:03:46.123-07:00 in the transcript.

You can view the longer date/time format on the XML tab of the command object. To access the
command object, double-click any message in the transcript.

¢ An issue in which the Message Transcript was reporting application errors incorrectly in the
Summary column (for example, when sending an invalid attribute value in a message) has been
corrected. The error is now noted correctly, for example:
optionConfig.error [G2S_OCX013, Invalid Value Selected For Option
- G2S none is invalid for eventSubscriptions]
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rO d bl U e RGS Version 28 Release Notes

Release Date: 02 APR 2013

Release Summary

In this release, we added the ability to define the time zone and offset format for all messages sent from
RGS, updated the required Java version, added Send My Command to the Tester Toolkit Startup
Algorithm feature, and made several usability improvements and corrections.

New Features

e RST now supports time zone configuration for testing with custom time zones. Once configured,
RST sends all messages using the defined time zone and offset format. When the selected time
zone is Coordinated Universal Time (UTC), Zulu or Greenwich Mean Time (GMT), a "Z" appears
at the end of the date/time stamp in the Message Transcript. You can change the "Z" to an offset
notation (+00:00) through the Configuration screen.

Transcript Y
<Al Hosts> = | 2} Compare @ Filters B\ Search Content 3¢ Clear - Show Ever\tRepnrt;
=T
Date Received Message ID  From Location  Tolocation  SessionType SessionID CommandID  Device Summary
2013-03-26T15:50:26,388-07:00 9257 HostID 1 REG_1234 G25_response 4000025 672 episadicGaming[1] episodicGaming. setEpisodicPar’
2013-03-26T15:50:26,354-07:00 9265 RBG_1234 HostID 1  G25_request 4000025 28553 episodicGaming[1] episodicGaming.getEpisodicPar:
2013-03-26T15:50:24.087-07:00 9263 HostID 1 RBG_1234  G2S_response 4000024 671 eventHandler[1]  eventHandler.eventAck
2013-03-26T15:50:24.068-07:00 9251 RBG_1234 HostID 1 G25_request 4000024 28652 eventHandler[1]  eventReport: G25_VCE102 - Vali
2013-03-26T15:50:24.011-07:00 9259 HostID 1 RBG_1234 G2S5_response 4000023 670 woucher[1] voucher. validationData
2013-03-26T15:50:23.947-07:00 9257 Rj voucher.getValidationData
2013-03-26T15:50:19.606-07:00 9255 eventHandler.eventAck
2013-03-26T15:50:19.595-07:00 9253 Time/Date format with a time zone -07:00 offset. eventHandler. eventadk
2013-03-26T15:50:19.584-07:00 9251 eventHandler.eventAck
2013-03-26T15:50:19.572-07:00 9249 Hos' — _Tesponse Evem 1] eventHandler.eventAck
2013-03-26T15:50:19.557-07:00 9247 HostID 1 RBG_1234 G2S_response 4000018 665 eventHandler[1]  eventHandler.eventAck
2013-03-26T15:50:19.544-07:00 9245 HostID 1 RBG_1234 G2S_response 4000017 684 eventHandler[1] eventHandler.eventAdc
2013-03-26T15:50:19.532-07:00 9243 HostID 1 RBG_1234  G2S_response 4000016 663 eventHandler[1]  eventHandler.eventAck
2013-03-26T15:50:19.520-07:00 9241 HostID 1 RBG_1234  G25_response 4000015 662 eventHandler[1]  eventHandler.eventAck
2013-03-26T15:50:19.509-07:00 9239 HostID 1 RBG_1234  G2S_response 4000014 661 eventHandler[1]  eventHandler.eventAck
2013-03-26T15:50:19.4596-07:00 9237 HostID 1 RBG_1234 G25_response 4000013 660 eventHandler[1]  eventHandler.eventAck

RBG, ntHandler,

Note: Date/Time fields in the user interface are in local time. G2S messages use the configured
time zone and offset format for all date/time information.

A new configuration option, Default TimeZone (Tools > Configure > Engine Options >
General), allows you to change the time zone used by the tool.

_ Engine Options

General | Transport | Meter | Filters
Desktop Options

R

Engine Options

Y

Default TimeZone
AmericafLos_Angeles = | [ | Display Z as 00:00 @.l
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You can select the time zones in the following ways:

¢ Scroll through the list and select your country/city time zone or time preference (UTC / Zulu
/ GMT).

o Type the country/city time zone or time preference by clicking inside the Default TimeZone
field and typing the first character(s) of the time zone or time preference you want. The field
will auto-complete the entry. For example, if you want the time zone for Los Angeles,
California, you can type: America/L and "Los Angeles" will be completed for you.

e SelectDisplay Z as 00:00 if you do not want to see the default "Z" at the end of the message
date/time stamp in the Message Transcript, which indicates that the time uses a zero offset
(UTC, Zulu or GMT).

Note: You must restart the tool for changes to the Default TimeZone option to take effect.

o Ifyou are using the Tester Toolkit module, Startup Algorithms can now include the Send My
Command script verb. Select Send My Command, and then select the class, devicelD and
command to be sent. The command is sent if the device is in the EGM descriptor list, and the
devicelD is valid.

ST e =

og
Zpply | [ ceneal ) [JBiossiatis

WNWWWW

Note: All known namespaces are supplied by RGS.

Installation Modifications

o All RadBlue products now require Java SE 7ul1l or higher. If the installer cannot find this
version on your computer, you are prompted to download and run the Java installer, or navigate
to the correct Java version. This update should have minimal effect on your environment, but
keeps our products on modern versions of the underlying technology.

22
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Engine Modifications

o In an ongoing effort to ensure that RadBlue tools use the latest technologies, RGS has been
updated to Apache CXF version 2.7.2. This change should not affect tool performance or
operation.

e When RGS receives a semantically incorrect communications.descriptorList response
command, it now logs the issue and ignores the command.

¢ RGS now properly handles a progressiveProfile command with zero (0)
gameLevelConfig elements.

o The process for cleaning up the logs directory when the tool is started has been improved.

User Interface Modifications

e The download.deletePackage option now shows you a list of all active packages for an
EGM instead of just the latest package that was added. This option is found under Send
Command > G2S-download > deletePackage.

==
~ Send Command duwnload.deletepackage to G25_download[1] @

Send Command download.deletePackage to G25_download[1]

Delete Package
Package |D ;. |RBG_package4 -
Reason Code :  [REENEERElES
REBG_package2
[—RBGJ:-ackageB
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RGS Version 28 Release Notes

RadBlue G2S Scope

e A new table has been added to the Command tab on the gat.verificationResult message
detail screen showing Component Results. Previously, this information was only viewable
through the View XML tab.

| Transcript Message [[D: 53] - gat verificationResult [625

Transcript Message [ID: 533] - gat.verificationResult [G2S_request]

| M g2sAck H | Req-Resp H & Transport Message ] & Previos P next

ngcn’pr Message [ID: 533] - gat.verificationResult [G2S request]
Command | ¥iew XML

Commarnd ID:
Date/Time:
Date/Tine Sent:
Device ID:
EGMID:

Hast ID:

Session ID:

Session More?

71502

2013-03-12T10:15:06.406-07:00

2013-03-12T10:15:06.408-07:00

1

REG_1234

4000188

false

" Component Results |
] -Component Resilts
Compaonent ID | Verify State | GAT Exec | Verify Result
component-id G25_complete [Jvar fradblue bin VerificationViewer 2504

Double-click row if results are truncated.

Transcript Modifications

»

m

e The detail screen in the Message Transcript has been streamlined from two View XML options
to one. The View XML button on the Command tab has been removed. To see messages in XML,
click the View XML tab.

~ Transcript Message [ID: 7963] - voucher.validationData [G25.

ipt Message [ID: 7963] - voucher. i [625_
[ B g2sAck | l | RegResp l Transport Messag & Previos P Next
Transcript Message [ID: 7963] - voucher. Data [G2S |

Commank View L )

B Find:

(3] Textview [1] Hex View

© FindNext @ Find Previous

[=] Highight [7] Match Case

0001 | <2:

0002
0003
000¢

d="7472 L4
- 4180

247778

732384725470800

Td="300001

£33597296213612

Td="300001

= 1805345

o o

rarc

1id
1id
1id
1id
lidationId="300001
134
1id
1id
1id

Id="300001 ="89899275470540320

Td="300001 G="3€416535465ET4265 T

] ] v
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Release Date: 05 FEB 2013

Release Summary

In this release, we updated several classes for G2S 2.1, updated RGS to 2013 licenses, made
improvements to security options, made enhancements and corrected minor issues.

New Features

e New for 2.1! The following classes have been updated in accordance with the 2.1 protocol:
e gat
e optionConfig
e eventHandler

e meters

Installation Modifications

o RGS now requires a 2013 license. If you have not received a 2013 license, please contact
RadBlue Support.

Security and Transport Modifications

e An issue in which the default keystore alias was not being saved has been corrected. You can set
the default keystore alias by going to Tools > Configure > Security Options > Keystore, and
clicking Set As Default.

¢ In a testing environment, you now have the option to enable minimum security. This option is
found at Tools > Configure > Security Options.

10 DEC 2013 - Version 36 25

Copyright © 2013 Radical Blue Gaming, Inc. All rights reserved.


http://www.radblue.com/support/

RGS Version 26 Release Notes RadBlue G2S Scope

Security Options

General | Certificates = Keystore

Desktop Options

Enable SSL security control

R
% Gecur\ty Environment )
nt

Engine Options \D Use Minimum Security Environme

’:ﬂkg QCSP Options

[] Enable OCSP
Security Options

OCSP Server Location :
Re-Authenticate Certificate Every (gsaOR) : 600 -~ Minutes
OCSP Server Considered Offline After (gsa00) : 15| Minutes

License Manager Accept Previously Good Certificate for (gsaOA) : 530 | Minutes

Cancel

When you enable this option:

e The Transport Layer Security (TLS) 1.0 is the only supported protocol for client-side TLS
sessions. Note that host-side sessions are not restricted.

o The only supported cipher suite is SSL_RSA_ WITH_3DES_EDE_CBC_SHA for both client- and
host-side TLS sessions.

Engine Modifications

e An issue in which the tool referred to the wrong namespaces for Audit Meters
(http://www.gamingstandards.com/g2s/schemas/v1.0.3/g2sAM instead of
http://www.gamingstandards.com/g2s/schemas/v1.0.3/ExtAM) has been corrected.
RST now refers to the correct Audit Meters namespaces.

e An issue in which an error occurred when executing the cabinet.resetProcessor has been
corrected.

e A new second-pass-validate attribute in the g2s-validation-manager-sample.xml file
([installation directory] > schemas > g2s > [schema directory]) that is designed to give you
a second validation pass to detect syntax errors that are not found in the first validation pass
attribute. Set this attribute to false if the second validation pass takes too much CPU resources,
or the EGM /host is in violation of the G2S schema and you are unable to fix your code. The
default is true.

<?xml version="1.0" encoding="UTF-8"7>
- «<schema second-pass-validation="true" validation="true" nice="true" version="2.1.0"=>

=loader classname="com.radblue.gsa.g2s.core.types.Schemaloader"/=
<source root-package="com.radblue.gsa.g2s"/>

- <command-classpath=>

< classpath value="com.radblue.cvt.commands"/>

< /command-classpath=

- <namespaces>
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RadBlue G2S Scope RGS Version 26 Release Notes

¢ RGS now detects when communications have been enabled on the EGM. If RGS has enabled
communications, and the EGM sends a commsDisabled command, it automatically tries to
enable communications again.
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User Interface Modifications

e G2S 2.1 optionConfig modifications.
The following optionConfig commands have been added to the Send Command layout:
e optionConfig.getOptionSeries

e optionConfig.getOptionChangeStatus

e The user interface for the commConfig. setCommChange command on the Send Command
layout has been modified.

¢ A new Delete button on the Devices tab lets you remove any selected device.

e An Automated Host Devices field has been added to Host Editor (accessed by clicking Edit
on the Host tab). When Automate Host Devices is selected, changes to the host ID are
automatically applied to the host devices. If this field is not selected, the user must manually
modify the host devices using the Add, Edit and Modify options on the Devices tab. Note that
the Host Registered field must be set to true to use this option.

Host Editor

Host (ndex : 1
Host Id : =

Host Location :  |http:/flocalhost: 3110 1/RGS/api-services/G2SAPT

L4/

¥~ HostRegistered? |tue
\utomate Host Devices?

-

Allow Multicast? | true -
Display Comm Fault? | false -
Mo Response Timer: | 05:00 = [mm:ss]
Required For Play? :false =
Time to Live :  |00:30 = [mm:ss]

Use Default Config? | false v

Can Mod Local? | true

Can Mod Remote? | true

Save ] [ Cancel

28
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G2S 2.1 meter modifications.

You can now send four types of EOD subscriptions through the meters. setMeterSub
command: onEOD, onCoinDrop, onNoteDrop, and onDoorOpen. The
meters.setMetersSub command can be sent through the Send Command layout as well as
added to the RGS meter subscription (Custom Configuration > Components > Meter
Subscription or Tester Toolkit > Components > Meter Subscription > Standard EOD and
Periodic Subscriptions).

Send Command meters.setMeterSub to G2S_meters[1|_ l&]

Send Command meters.setMeterSub to 625 _meters[1]
Meter Command Parameters
Meter Sub Type : | G25_onECD

-
C Trigger Points : On ECD [] ©n Coin Drop [] ©n Note Drop [ ©n Door Drop )

-

End of Day Base : 00:00:00 [ HH:mm:ss ]

Single Devices Class Meters All Devices

The meters.setMeterSub user interface has been reworked to make it more usable.

Tester Toolkit Modifications

Custom Scripting

The following commands have been added to the Available Commands list (Tester Toolkit >
Custom Scripting) :

e download.setScript

e gameplay.setActiveDenoms

An issue in which Custom Scripting only worked if RGS owned the affected device(s) has been
corrected. Custom Scripting now works whether RGS is the device owner, guest or configurator.

The gat.getSpecialFunctions command will now only be sent if the EGM supports gat
special functions.

An issue in which the Wait for Events verb failed when the EGM restarted has been corrected.

RGS will now continue to process a script, even though the EGM restarts communications (as is
the case when the processor is reset or new devices are added to the EGM).
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Transcript Modifications

¢ RGS now supports a Public Facing Transcript (PFT). The PFT is a program designed to generate a

file of Message Transcript data in the transcripts directory (public-facing-
transcript.PFT) that can be imported into a program of your choice for further analysis.
Each record in the PFT follows a standard record format and is either a G2S message or a
Transcript marker. Each Transcript record contains:

o the date and time the record was posted to the transcript file.
e aunique message ID to serialize all messages processed.

¢ a sub-element containing a G2S message record or a marker record that was created to record
a milestone in the test run.

To enable the PFT, go to Tools > Configure > Engine Options > General, and select Enable

Public Facing Transcript (restart required).

The database for the Transcript Analyzer is now configurable through Tools > Configure >
Engine Options > Databases.

o Enable General Transcript Analyzer - Select to enable the EGM Transcript Analysis Report
(Transcripts > Analyze > General). Once selected, you can configure the number of records
to save for use with the EGM Transcript Analysis Report. Increasing the number of records,
increases disk use. To improve RGS performance, clear this option.

o Save Transcript Messages to Database - Select this option to save all transcript messages
to the transcript database. Transcript records only need to be saved in the database if you
want them to be persisted between runs of the tool or after you clear the transcript display.
Saving a large number of transcript messages will impact performance. By default, this option
is disabled.

30
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